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Innovation

Ask an experienced design team to
conceptualize the perfect multi-
Sactor reader. Allow unconstrained
design of all new hardware and soft-
ware. Modularize the innovation
in step with implementation paths
recommend by SP800-116. Give
the solution a form that blends into
any environment, and is intuitive to
manage and use

Convergence

The Cheetah’s advanced architecture
allows seamless integration into ex-
isting PACS and network environ-
ments. Its modular design encour-
ages phased PIV deployment

Yet the Cheetah blends into all en-
vironments, from laboratories to ex-
ecutive suites. It5 attractive yet un-
obtrusive, and presents an intuitive

user interface
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PIV-enabled authentication
devices have failed to stay in
step with SP800-116 guide-
lines, making the incremental
deployment of PIV cards dif-
ficult and expensive. Most PIV
deployments fail to move be-
yond casual Ad Hoc card veri-
fication. The Cheetah paves
the path to full PIV deployment

Modular Design

Start with the Cheetah Core, and
expand authentication modes
by simply adding an extension
module. The Core investment is
retained as an organization uti-
lizes new modes of PIV authen-
tication.

o True snap-in expansion
Module auto sense firmware

. On-site conversion

Advanced Technology

Leading edge technology over-
comes PIV implementation is-
sues of the past

«  Browser based management

< Ethernet, RS485 & Wiegand

« Network based OS upgrades

» Lumidigm Mercury sensor
Touch interface

o Full color display

Infinitas Integration

The Infinitas suite of network-
based services allows enter-
prise-wide Cheetah implemen-
tations to be managed from a
central location.

< PIV registration & validation
«  Biometric recapture
o Template delivery services

Centralized repository

CHEETAH

Core Module
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PIV Authentication Mechanism
Free Read CHUID

«  CHUID Signature

«  Card Authentication Challenge

PRESENT CARD .

All readers are OCSP compliant for
certificate path validation

Biometric Module

PIV Authentication Mechanism
o Free Read CHUID

«  CHUID Signature

»  Card Authentication Challenge

pajlwi

o Biometric Authentication (Server based or

Card based)

Contact Module

PIV Authentication Mechanism

«  Free Read CHUID

«  CHUID Signature

«  Card Authentication Challenge

« PKI\PAK\PIV Authentication Challenge
PIV PIN verification

[

Full Modal Module

PIV Authentication Mechanism
«  Free Read CHUID

CHUID Signature
«  Card Authentication Challenge

« PKI\PAK\PIV Authentication Challenge
«  PIV PIN verification

o Biometric Authentication (Server based ¢
Card based)
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