


NSA-Server

The NSA-Web Appliance is designed for flexible integra-
P == “a-m-m-omeome’| tion of TWIC credential operations into PAC systems without the
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need for expensive upgrades or system replacement. The Ap-
| pliance is complete provisioning and management solution for
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. TWIC credentials managed through a convenient web-browser

interface. The Appliance is capable of operationing on existing
facility LANs and features two LAN interfaces for isolating the
authentication devices from the LAN.

For provisioning TWIC credentials into an access control en-

vironment, the Appliance features a credential enrollment ap-

plication that harvests the necessary data from the TWIC credential and stores it securely into the appliance card

database. During credential provisioning, the Appliance verifies the unique digital signatures and certificates stored

on each credential, validating the authenticity of the card and the integrity of the data. The Appliance then distributes

this data to each connected authentication device during cardholder transactions, managing the level of authentica-
tion required based on the current MARSEC operating level.

The Appliance can also be integrated with databases and card management applications in many PAC sys-
tems for a more seamless solution.

NSA-SDK

NSA-SDK is a set of tools and services providing system developers and integrators a
convenient and easily implemented solution for fully integrating TWIC credential opera-
tions into their existing applications. The SDK features user interface components for
communicating with smartcard readers for harvesting data from TWIC cards, validating
digital signatures and certificates from TWIC credentials and for managing Innometriks
authentication devices.

The SDK also features a Microsoft Windows service for communicating with attached

Innometriks authentication devices. This service implements distribution of the cryp-

tographic keys necessary for biometric verification of users, validation of digital certifi-
cates to root certificate authorities, device transaction logging, selection of authentication mechanisms used in card
transactions and general device management. The SDK provides all the necessary tools for implementing a complete,
compliant TWIC solution directly with physical access control systems and custom application solutions.
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Some companies use their hardware to control customers. We believe our customers should control our hardware.
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